The Grumpy Sysadmin

Home Wi-Fi & Router Lockdown
Quick-Start Checklist

Secure the home network that protects every laptop, phone, camera, TV, printer, and mystery gadget connected to it.

Before you trust your home network, slow down. Your router is the front door for nearly everything in your house that connects to the
internet. This quick-start checklist helps you review the basic Wi-Fi and router settings most people never check until something acts
weird, breaks, or gets suspicious.

Grumpy Rule: If your router still has a default admin password, outdated firmware, mystery devices, and Wi-Fi

settings nobody understands, your home network isn’t locked down. It’s just blinking confidently.

1. Find Your Router and Login Safely

Start by identifying the actual router or mesh system you are using. Don’t search for random router support pages and start typing
passwords into whatever ad appears first.

Router Login Check Done

Router or mesh system brand and model identified O

Router admin address, app, or provider portal confirmed from a trusted
source

You can sign in to the router or router app

You are not using a random search result or sponsored support page

Current settings screens are noted or screenshotted before major
changes

O |ojgo| o

Grumpy Rule: If you don’t know which box is actually running your network, you’re not managing your Wi-Fi. You’re
negotiating with plastic.

2. Change Default Router Admin Access

The router admin password controls the router settings. That’s not the same thing as the Wi-Fi password. Both matter, but they aren’t the
same job.

Admin Access Check Done

Router admin password has been changed from the default O

Router admin password is strong and unique

Router admin password is not the same as the Wi-Fi password O
Router cloud/app account uses a strong password O
MuI‘ti-factor authentication is enabled for the router/cloud account if O
available

Admin password is saved somewhere safe, such as a password O

manager

Grumpy Rule: A router password of admin, password, or the name of your dog isn’t a security plan. It’s a welcome
mat with Wi-Fi.
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3. Lock Down Wi-Fi Name and Password

Your Wi-Fi name doesn’t need to advertise your family name, address, router model, or the fact that nobody’s looked at this thing since
2017.

Wi-Fi Check Done

Main Wi-Fi name does not reveal your address, full name, or router
model

Main Wi-Fi password is strong and unique

Old shared Wi-Fi password replaced if too many people have it

Guest Wi-Fi is enabled if guests need access

Guests are not using the main network forever
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Wi-Fi password is saved somewhere safe

Grumpy Rule: If every visitor, old phone, smart TV, and forgotten tablet has the main Wi-Fi password, your network
has more spare keys than a motel desk.

4. Use WPA2 or WPA3 Wi-Fi Security

Your Wi-Fi should be encrypted. If the network’s open, using WEP, or using outdated security modes, fix that before worrying about fancy
router features.

Encryption Check Done

Wi-Fi security is set to WPA3-Personal if supported

WPA2-Personal is used if WPA3 is not available

WEP is not being used

Open Wi-Fi with no password is not being used for the main network

Old devices that require weak Wi-Fi security are identified
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Guest or loT network considered for devices that cannot use stronger
settings

Grumpy Rule: WEP belongs in the same drawer as AOL CDs and mystery VGA cables. Don’t build your home
network around it.

5. Turn Off Risky Convenience Features

Some router features exist to make life easier. Some also make it easier to expose things you didn’t mean to expose. Review them
deliberately.

Router Feature Check Done

WPS is turned off unless you knowingly need it O

Remote management from the internet is off unless intentionally used

UPnP is reviewed so apps are not opening ports without your
knowledge

o| o |0O

Port forwarding rules are reviewed and understood

Router cloud access is secured with a strong password and MFA if
available

Unused router services are disabled if the router allows it O

Grumpy Rule: Convenience features are fine when you understand them. When you don’t, they’re tiny doors with tiny
signs that say “sure, why not.”
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6. Update Router Firmware

Routers need updates too. A router that never gets firmware updates is not aging gracefully. It's just getting older while still guarding the
front door.

Firmware Check Done

Router firmware or router app update status checked

Available firmware updates installed from the router app or official
vendor source

Automatic updates enabled if available and trusted

Router restarted after update if required

Router is still supported by the manufacturer or ISP
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Very old or unsupported router flagged for replacement

Grumpy Rule: If your router hasn’t been updated since three phones ago, it may be less “reliable” and more
“abandoned with antennas.”

7. Review Connected Devices

Most router apps and admin pages can show connected devices. The names may be ugly, weird, or useless, because of course they are,
but the list is still worth checking.

Device List Check Done

Connected device list reviewed

Unknown devices investigated before being ignored

Old phones, tablets, consoles, cameras, and smart devices removed if
no longer used

Smart TVs, cameras, printers, and loT devices identified

Wi-Fi password changed if a suspicious unknown device appears
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A simple device inventory is saved or printed

Grumpy Rule: If you can'’t tell whether a device is your printer, your TV, or a neighbor’s suspicious toaster, it’s time
to make a list.

8. Don’t Expose Random Things to the Internet

Port forwarding and remote access can be useful, but they can also turn a home gadget into an internet-facing problem with a blinking
status light.

Exposure Check Done
Port forwarding rules reviewed O
Remote Desktop is not exposed directly to the internet O
Sec_urity cameras are not exposed without understanding remote access O
settings

NAS, Plex, game servers, or home lab services are reviewed if used O
Default pqsswords changed on cameras, NAS devices, printers, and O
smart devices

You know what each internet-facing rule is for O

Grumpy Rule: If you don’t know why a port is open, do not assume it’s fine because the internet has not complained
yet.
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Final “Do Not Ignore This” Check

Final Router Check

Router admin password changed and saved safely

Wi-Fi password is strong and not over-shared

Wi-Fi encryption uses WPA3 or WPA2

WPS, remote management, UPnP, and port forwarding reviewed

Firmware update status checked

Connected devices reviewed

Guest Wi-Fi or separate device network considered
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No unknown internet-facing services left unexplained

Grumpy Rule: The goal isn’t to become a network engineer. The goal is to stop trusting a router nobody has checked
since it came out of the box.

After You Lock It Down: Verify Before You Celebrate

Router changes should make the network safer, not strand every device in the house. After making changes, confirm the basics still work.

After-Change Check Done

Main computers and phones reconnect successfully

Printer, streaming devices, cameras, and smart home devices still work
if needed

Guest Wi-Fi works if enabled

Important devices are on the correct network

Router admin login still works
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New router/admin/Wi-Fi passwords are saved safely

Grumpy Rule: The job isn’t done when the Wi-Fi name looks fancy. It’s done when the network is safer and the
household is not yelling that the printer disappeared.

The Grumpy Sysadmin - Home Wi-Fi & Router Lockdown Quick-Start Checklist



Want the Full Home Wi-Fi & Router Lockdown Guide?

This free quick-start checklist helps you find the obvious home network problems. The full guide will go deeper and walk through what
these settings mean, where to look for them, what to change, and what not to touch unless you enjoy turning your internet into a very
expensive guessing game.

Full Guide Will Include Covered

How to identify your router, modem, and mesh system

Router admin login and password walkthrough

Wi-Fi password, SSID, WPA2, and WPAS3 guidance

Guest network and smart-device isolation guidance

WPS, UPnP, remote management, and port forwarding explanations

Router firmware update walkthrough

Connected device review and inventory worksheet

What not to expose to the internet

Monthly home network security checklist
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Plain-English router replacement warning signs

Grumpy Rule: The free checklist is enough to point at the doors. The full guide is for closing them without
accidentally cutting off your own internet and blaming the dog.

Get the full Home Wi-Fi & Router Lockdown Guide
or the future Home Cybersecurity Survival System
https://thegrumpysysadmin.com

Final Word

Your router isn’t just the thing that makes Netflix work. It's the gatekeeper for the devices in your home. Treat it like something worth
checking.

Check the passwords. Review the Wi-Fi security. Update the firmware. Know what devices are connected. Stop leaving mystery settings
open because nobody wanted to click through the router app.

Lock it down now. Troubleshoot less later. Stay grumpy.
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